
 
Are New Zealand’s regulatory frameworks ready to accommodate rapidly changing 
technologies? 
Blurred boundaries panel discussion 

James Every-Palmer QC 
21 July 2017 

 
Introduction 

The question I would like to pose is:  “Are our regulatory frameworks ready to 
accommodate rapidly changing technologies?”  

An optimist might say “yes”, and start by explaining that our legal system has proven 
itself to be remarkably robust and has coped with industrialisation, electrification, 
mass transportation, telecommunications and the internet.  He or she might also point 
to the variety of agencies that have a role in keeping regimes up to date: Parliament, 
Ministries/Departments, the Law Commission, the Productivity Commission, 
regulators such as the Commerce Commission and the Electricity Authority, activist 
groups, and the Courts. 
On the other hand, a pessimist might respond that this period in history is not 
“business as usual”: the rate of change of technology is increasing (the web and 
mobile phones reached 25% penetration within a decade, electricity and the telephone 
etc took much longer); technology markets exhibit “network effects” and a handful of 
global giants dominate (we all use the same search engine and the same social 
network); and it is proving difficult to even define the problems we are trying to 
solve. 

To make the debate more concrete, I am going to focus on the challenges that arise in 
relation to one particular technology – the smart phone – and then ask what these 
issues might tell us about making regulatory frameworks adaptable to new technology 
generally. 

 
The Smartphone  

The first smartphone, the iPhone, celebrated its 10th birthday at the end of last month.  
So, if you were at any of the games in the 2005 Lions tour, you can’t have been 
facebooking or tweeting about it; in fact you were probably watching the rugby. 
Today, we use our phones to be entertained, to buy and sell, and to find our way 
around.  Within a decade one device has replaced (or at least partially displaced) a 
camera, a map (a physical equivalent with the same resolution as the map on your 
phone would be 50km across – it would be difficult to fold and wouldn’t even have a 
blue dot where you were standing), a Walkman, print newspapers, phone-booths, 
videoconferencing equipment, taxi companies, and travel agents.  All of this is 
achieved through an intuitive interface that can be learnt by a toddler, and which 
provides the same look-and-feel for ordering an Uber, or checking the weather (or 
finding a soul mate). 
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The simplicity is of course deceptive.  Most of the things that the iPhone has replaced 
were relatively understandable to a lay person in terms of both the technology and 
their business models.  In contrast, how many people here can reliably explain the 
technology and commercial supply chains that govern the collection and transfer of 
data from our phones?   
From a regulatory perspective smart phones give rise to a range of complex issues.  I 
want to sketch five of them here. 

1. A closed ecosystem  

Choosing a smartphone means choosing between an iOS (Apple) or an Android 
(Google) ecosystem.  Once you’ve made this choice, your applications will (at least 
generally) come from either the Apple App Store or Google Play.   
While the app store concept obviously has a quality control function, the shop 
owner’s margin may include a monopoly rent from its captive customer base and it 
may have incentives to exclude apps that threaten its business model.  Having to 
transfer data and repurchase apps and other content can also create a significant 
barrier to switching between ecosystems.  

2. Data capture 
We would no doubt be shocked by an Orwellian proposal for every citizen to 
continually wear a tracking device in order to record their movements, their interests 
and who they communicate with, and which would transmit this information to a 
foreign headquarters for uncertain purposes.  So, it’s perhaps surprising that we’ve all 
agreed to comply with this edict voluntarily.    

There’s little transparency over what data is harvested from our phones, who it is 
shared with or how it is used.  The economics of most online businesses depends on 
advertising (or the prospect of future advertising) which in turn relies on keeping the 
most detailed records possible, tied to a user’s real identity.  While we often behave as 
if we value convenience more the privacy (experiments show low willingness to pay 
for greater privacy), what are the implications?  How would you feel about being 
asked to consent to a “vetting app” for a job interview, that ran through the data 
collected by your phone, cross-matched it against everyone else’s data in the network, 
and made sure no “undesirable” behaviours were detected.  

3. A curated reality  

The British philosopher Alan Watts said that the Universe was a giant Rorschach ink-
blot:  scientists, artists and all of us find different meanings and these meanings vary 
over time.  When seen through a phone, the ink-blot may have been customised as 
part of an opaque commercial supply chain.  Who chose the shops that appear on my 
Google map or the newsfeed on my Facebook account?  And is the price Uber 
presents to me with the same as it would present to you, or is it learning and adapting 
to our personal price sensitivities?  In one sense this is normal commercial revenue 
generation, but it is unsettling because what we expect to be a shared reality – a map, 
or a price – can be customised without the user having any awareness of the hows and 
whys. 
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4. Reliance on the internet and GPS infrastructure  
Abraham Maslow’s famous pyramid creates a hierarchy of human needs from the 
most basic physiological needs (air, water, food and shelter) at the bottom, to the 
more refined needs of esteem and self-actualisation at the top.  A cartoon version of 
this today puts “decent wi-fi” as a new bottom layer of the pyramid.   
While the internet has proved itself to be a very robust infrastructure to date (give or 
take a few viruses, cyber attacks and ransomware episodes), connectivity now 
underpins the achievement of a huge variety of everyday tasks.  So, we rely on a 
range of technological and commercial arrangements, that are understood by very few 
people, to go about our daily lives.   

High tech may also prove to be less resilient than the low tech it has replaced:  cash 
doesn’t “go down” when a cell tower loses power; and copper telephone lines keep 
working in a power outage. 

5. Ownership of things versus use rights to bits  

In the digital world, we typically purchase “use rights” to data rather than gaining 
ownership and possession of a physical book or DVD.  In this world, our rights are 
defined by unread terms and conditions, rather than by the general laws of property 
ownership and copyright.  For example, when I choose to “buy” (rather than “rent”) a 
movie on AppleTV, I get a use right, but nothing that can be transferred or that 
outlives my continued membership of the Apple ecosystem.  In other words, the 
digitalisation of content gives rise to potential consumer protection issues as the 
balances previously struck by the law are replaced by terms of trade.  

6. Privacy   
Changes in technology have also had a significant impact on privacy.  As Larry 
Lessig (Code and other laws) argued, “law” as experienced in practice is also affected 
by norms and physical constraints (eg speed bumps).  There used to be a lot more 
privacy “speed bumps”.  We used to notice if someone carried a camera down the 
street, in a bar, or in a changing room.  But now cameras are invisible because they 
are everywhere. 

7. Our shortened attention spans  

We check our phone a hundred times a day, many will check them between midnight 
and 5am. How many have looked during this panel?  Work invades our personal 
space, and makes it harder to be “in the room” during our personal time because we 
are simultaneously connected to the rest of the outside world and its likes, tweets and 
other alarms.  
 

Implications for regulatory systems  
There is quite a bit to digest in that catalogue of issues.  What’s more, equivalent lists 
could be prepared for the Internet of Things, crypto currencies, 3D printers and, of 
course, artificial intelligence. 

But I want to turn to the implications for making regulatory systems more adaptable 
to technological change.  I make the following four brief observations: 
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1. The techno-libertarian view that technology and markets will solve all these issues  
First, there is a techno-libertarian view that technology and markets will solve all 
these problems.  This view is best exemplified by those bitcoin advocates who say 
that central banks should have no role in money supply and that the State has no 
interest in knowing who might be buying what, from whom.   
I doubt that technology and markets will satisfactorily resolve the sort of issues I have 
been discussing.  To the contrary, these problems all seem to suggest that markets and 
technology will, if simply left alone, produce uncomfortable outcomes from a societal 
point of view. 

2. Will generic competition law be sufficient? 

Secondly, nor am I optimistic that these problems are solvable by generic competition 
law.   

Many, if not all, of these issues fall outside of antitrust’s traditional concerns about 
collusion or misuse of market power.   

Furthermore, Court processes are simply not timely enough.  For example, the last 
two major pieces of Commerce Act enforcement in the telecommunications area were 
Data Tails and 0867.  In each case, there was a decade long gap between the conduct 
being challenged and final appellate rulings, by which time the answers were of 
historic interest only.   

3. The growing gap between contemporary issues and regulatory targets 

Thirdly, in my view, there is a growing gap between our present regulatory targets 
and the issues that arise from new technologies.  So, as well as a judicial lag, there’s a 
regulatory lag. 
Today’s regulatory settings have been dictated by the problems of the past.  The 
concept of “telecommunications” as the industry to regulate and of “access/designated 
services” as the regulatory units of intervention, speak to the issues of the day in 2001 
(when the regime was established), and not those of today, let alone of the future. 
Stepping back, there is something odd about the allocation of resources where vastly 
more thought power is put into determining how much Chorus will be permitted to 
charge for copper and fibre, than on any of the issues I have discussed.  Those pricing 
decisions are important and difficult, but they will become mere footnotes in 
regulatory history (and no offence to those of you who will spend the next three years 
working on them).  

4. What might a new approach look like  

So, fourthly, what sort of principles would best equip a regulatory system to adapt to 
rapid technological change.  My thoughts are as follows: 

• Regulatory systems should be proactive, and not merely reactive.  In this 
regard, I welcome the Government’s recent decision to pass legislation to 
empower the Commission to conduct “market studies” to spot problems in 
advance. 
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• Regulatory systems should be principle-based and as simple as possible.  If 
regulation is prescriptive and detailed, it risks becoming quickly out-dated; 
new technologies will not neatly fit into today’s categories. 

• Regulatory systems should be readily updatable.  For example, the multiple 
layers of responsibility for the telecommunications framework (Parliament, 
MBIE and the Commission) looks cumbersome compared with the Electricity 
Authority’s broad powers to set rules through the Electricity Industry 
Participation Code.  Similarly, waiting for Parliament to consider and address 
issues as they arise may cease to be feasible; interim prohibitions or licenses 
from a regulator with broad powers may be the answer. 

• Finally, our regulatory systems must have a global outlook to match the scope 
of the technologies and issues in question.  If we try to solve these problems 
by ourselves we are more likely to be bypassed than to be successful. 

 

Endnote 
I am currently looking at the regulation of new technology as part of the NZ Law 
Foundation’s Information Law and Policy Project. If you’re interested, drop me a line 
or have a look at www.ep.nz. 


