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During 2017–18 I am undertaking a research project on “Smart	contracts	and	
the	digitalisation	of	the	law”.		The	project	is	funded	by	the	New	Zealand	Law	
Foundation’s	Information	Law	and	Policy	Project.		The	project	will	consider	
whether	the	current	work	on	smart	contracts	(that	is,	contracts	that	run	as	
computer	code)	has	application	to	the	way	that	legislation	is	drafted	and	accessed.		
I	am	very	happy	to	hear	from	people	who	are	interested	in	the	topic.	

 
Introduction  
1. “Smart contracts” have generated a lot of interest over the last couple of 

years, particularly in the “fintech” sector. 
 

2. As Dr Lee Braine, Investment Bank Chief Technology Office at Barclays, 
explains it is useful to think of a smart contract as an agreement whose 
execution is both automatable and enforceable (we will get to the meaning 
of a “blockchain” later on in the paper):1 

 
Automatable via execution on a computer, although some parts may require 
human input and control. And enforceable via either the legal enforcement of 
rights and obligations or through tamper-proof execution on a permissionless 
blockchain. 
 

3. Smart contracts undoubtedly have the potential to transform business and 
deliver significant cost savings by automating and streamlining contract 
processes.2  
 

4. The purpose of this paper is to: 
• Outline what smart contracts are; 
• Discuss the relationship between smart contracts, bitcoin and 

blockchains; and 
• Explain some of the opportunities and obstacles. 

 
  

                                     
1  Quoted in International Business Times “R3 extends collaboration with Smart 

Contract Templates Summit” 13 July 2016 <http://www.ibtimes.co.uk/r3-
extends-collaboration-smart-contract-templates-summit-1570121>. 

2  Sean Murphy, partner at Norton Rose Fulbright, quoted in International 
Business Times “R3 extends collaboration with Smart Contract Templates 
Summit” 13 July 2016 <http://www.ibtimes.co.uk/r3-extends-collaboration-
smart-contract-templates-summit-1570121>. 
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What’s it all about #1:  Law as a logic program  
5. It is quite natural to think of the law as being like a computer program:  

there are lots of rules (“if … then …”), and those rules determine the legal 
consequences that flow from a particular fact situation. 
 

6. Indeed, whenever you sketch out a flow chart to show the core logic behind 
a set of statutory provisions or contractual terms, the resulting sequence of 
instructions maps the law into a form that resembles computer code.   
 

7. To take an example, consider section 11 of the Limitation Act 2010, which 
sets out the limitation periods that apply to a “money claim” (that is a claim 
for monetary relief at common law, in equity, or under an enactment 
including for example a claim for damages for breach of a duty in contract 
or tort):  
  

 
8. Where:   

a. A claimant has late knowledge if, after the date of the act or 
omission on which the claim is based, he or she acquires knowledge 
of (a) the act or omission; and (b) that damage or loss has been 
suffered  

b. Late knowledge date = date on which the claimant knew or ought to 
have known of the act or omission and that he or she had suffered 
damage or loss. 
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9. Take a minute to understand how the provision works.  How would you 
explain it in a couple of simple sentences?  Or better still, what would it 
look like as a flow chart?  
 

10. Let’s start by setting some notation to describe the three critical dates 
involved: 

a. Date(File) = Date on which the claim is filed 
b. Date(Act or omission) = Date of the act or omission on which the 

claim is based 
c. Date(Late knowledge) = The late knowledge date as above 

 
11. With a bit of trial and error you might get something that looks a bit like 

this:   
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12. This can also be written as a simplified computer program:3 
 

If Date(File) – Date(Act or omission) < 6 years 

Then Return (“No limitation defence because within primary period”) 

Else If [no late knowledge]  

Then Return (“Limitation defence because outside primary period and no 
late knowledge”) 

Else If Date(File) – Date(Late knowledge) >= 3 years 

Then Return (“Limitation defence because outside late 
knowledge period”) 

Else If Date(File) – Date(Act or omission) >= 15 years 

Then Return (“Limitation defence because within late 
knowledge period, but outside long stop”) 

Else Return (“No limitation defence because within late 
knowledge period and within long stop”) 

 
13. So far we have illustrated that it is possible to map at least some laws into 

the form of a computer program.  But, what would it mean to “execute” 
such a program? 
 

14. It would be very straightforward to write a program that accepted the three 
key parameter dates and then advised whether there was a limitation 
defence available and why.  The logic behind this section of the Act is too 
trivial for its automation to be useful in practice by itself, but it might be 
very useful if all the limitation rules were included.  While there would be a 
lot of work involved up front, there could be a massive time saving every 
time that a lawyer or lay person had to determine a limitation question.   
  

15. Or taking it one step further, imagine a world where regulations were 
accessible in a machine friendly way so that a building design application 
could check building code compliance or an accounting application could 
check a tax rate in a machine-to-machine communication. 

 
What’s it all about #2:  Vending machines and contracts implemented by 
computer programs 

                                     
3  There is quite a long pedigree to this approach.  In 1986 Marek Sergot and 

others translated the British Nationality Act 1981 and its nationalisation rules 
into computer logic code in a language called Prolog; Marek Sergot and others 
“The British Nationality Act as a Logic Program” (1986) 29 Communications 
of the Association for Computing Machinery 370. 
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16. We move now from legislation as a logic program, to contracts that run as 
computer code.   
 

17. One can think of a vending machine as a simple example of a smart 
contract.4  That is, the machine is programed to transfer ownership of 
property (a chocolate bar) when a set amount of money is received.  It also 
computes and dispenses change to reflect the underlying bargain.  The 
vending machine itself has control over the property, and through its 
programming is able to enforce terms of a contract. 
 

18. In fact, one can think of many examples of contracts that are largely or 
wholly implemented in code.  Telecommunications, electricity and credit 
card invoicing all follow a similar pattern:  the user takes certain actions 
(you use your phone or credit card), a list of transactions builds up, and this 
list is converted into an amount payable based on the rules applying to your 
particular account.  The arrangements between banks, merchants and 
telecommunications providers that are triggered by the user’s actions are 
also automated in a similar way.  

 
So what’s new?  Why have smart contracts been in the news lately? 
19. The previous section discussed the general trend to implement traditional 

contracts through code, so that there is little or no human involvement in 
normal conditions.  None of this is particularly ground breaking: the code 
provides an efficient way of executing a contract which is formed and 
recorded in a conventional way, and disputes would be settled in the usual 
manner with adjustments made to invoices etc as required. 
 

20. However, when people talk about smart contracts today, they are usually 
talking about a much more specific concept.  That is, contracts that are 
stored, verified and executed, as well as recorded, using a distributed 
network known as a blockchain.  (This conflation between smart contracts 
and blockchain has real potential to cause confusion, but it is the current 
dominant usage.) 
 

21. A blockchain is a distributed database or ledger which records transactions 
verified by the network (rather than by a central trusted entity).  The ledger 
is the authoritative record of all transactions that have occurred.  It is 
distributed in the sense that it is managed by a set of mathematical rules, 
without having a central party verifying individual transactions.   
 

                                     
4  An example proposed by Nick Szabo in a 1997 article on The Idea of Smart 

Contracts, available at 
<http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Liter
ature/LOTwinterschool2006/szabo.best.vwh.net/idea.html> 
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22. Blockchain technology was first developed in conjunction with the bitcoin 
cyber-currency.  The way that transactions are verified in the bitcoin 
network despite the absence of a central trusted entity is complex (see text 
box below).  But, the key points are that: (a) the technology allows for 
transactions to be verified and a permanent public record of those 
transactions created without the need for a central trusted entity; and (b) 
bitcoin balances have at least some of the characteristics of currency 
(medium of exchange, store of value and unit of account) even though this 
currency is not administered by a central authority or Government entity.   

 
 

An introduction to bitcoin 

Bitcoin is a crypto-currency.  It was created in 2009 by Satoshi Nakamoto, an anonymous and 
unidentified programmer (or group of programmers). 

Instead of printing banknotes, this payment system works by keeping a distributed ledger.  
People can pay one another by transferring registration numbers for bitcoin online.  A 
distributed (or peer-to-peer) network monitors and verifies the transactions which then get added 
to a ledger called a blockchain.  Ownership of each bitcoin is independently verified and stored 
in each node of the network, which prevents double spending of bitcoin in an environment 
without central oversight.  Individuals control addresses which can send and receive bitcoins.  
An address is controlled by a private key (or password). 

Bitcoins can be earned by using computing power towards verifying transactions (this is called 
mining).  Scarcity of bitcoins is built in by continually resetting the difficulty of mining and 
capping the number of bitcoins that can be created.  Bitcoin can also be purchased with real 
money through an exchange. 

As an example of a bitcoin transaction, suppose Jack wants to send 0.1 bitcoins to Jill.  Jack 
sends a message to the network, with the instruction to transfer the amount from his address to 
her address.  Using a cryptographic method of public and private keys, the transaction can be 
verified as being sent by Jack (or at least by someone who knows Jack’s private key).  Verified 
transactions are then grouped together as tamper-proof “blocks” by the mining process, and 
added to the blockchain.  Then end result is that the blockchain will record 0.1 fewer bitcoins for 
Jack and 0.1 bitcoins more for Jill (or more accurately the changes are recorded in relation to the 
addresses controlled by those individuals as Bitcoin does not record any information about who 
controls a particular address).   

In a database that is administered by a central authority like a bank, the process of verifying 
transactions is relatively straightforward.  However, in order to have a trusted list of transactions 
without a central entity, a list of transactions is converted into a block through the solution of a 
difficult cryptographic problem that effectively signs off that list of transactions.  Once found, 
this solution can easily be confirmed by other computers in the network. Computer networks 
have been set up dedicated to this “mining” work, with the first solver earning a reward in 
bitcoins.  This “proof of work” and public/private key verification of transactions replaces the 
central entity and allows consensus to be achieved across a network of unrelated computers. 

This differs from transferring $100 using online banking because: (a) it is transparent to the 
world (although identity is anonymous); (b) the transaction is non-repudiable; (c) there is no 
central authority or government backing; and (d) there is no fee for the transfer. 

Bitcoin is accepted by a number of mainstream organisations, including Expedia, Microsoft, 
PayPal, Time Magazine, and Barclays. 
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23. Bitcoin (and similar crypto-currencies) gives rise to a number of complex 

technical and regulatory issues that are outside the scope of this paper.5   
 

24. The key point in terms of the development of thinking about smart contracts 
was that it was soon realised that the simple transfer instructions used by 
bitcoin (transfer A bitcoins from address X to address Y) could be 
generalised.  In other words, more complicated rules (that is, contracts with 
many terms or components) could be executed by the system.  
 

25. One platform for generalising blockchain technology is Ethereum 
(www.ethereum.org), which describes itself as a decentralised blockchain-
based financial computing platform, featuring smart contract functionality.  
In the Etherum environment, a smart contract is a computer program 
designed to operate like a legal contract that would:  
- be autonomously executing so that it does not need the normal apparatus 

of enforcement; and  
- leave a permanent record on the blockchain.   
 

26. Ethereum uses its own crypto-currency known as Ether.  
 

27. The idea is that these smart contracts will be applications that run exactly as 
programmed without any possibility of downtime, censorship, fraud or third 
party interference.  It is also envisaged that they will carry out transactions 
using payments (such as bitcoin and Ether) that sit outside the normal 
banking system. 
 

28. Many groups have been working on proofs of concept for executing 
financial contracts using blockchain technology.  For example, last year 
Barclays implemented a derivatives contract using blockchain technology. 
 

29. One commentator noted this evolution from crypto-currencies to a platform 
for banking as follows:6 
 

The blockchain technology has grown from being a ledger maintaining copies of all 
the transactions happening over a digital currency network to a platform that can 
maintain and implement smart contracts and automate the whole banking process. 
With many companies working on its implementation into the banking and financial 
sector, we can expect the technology to gain plenty of users in the near future. 

 
30. It has been suggested that such contracts may be suitable for automating 

financial transactions such as swaps and derivative contracts, and for 

                                     
5  Issues include money laundering, security of the system and inefficiency in 

the mining process. 
6  NewsBTC “Barclays Introduces Corda Based Smart Contracts at Demo Day” 

19 April 2016 <http://www.newsbtc.com/2016/04/19/barclays-smart-
contracts-at-demo-day/>. 
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facilitating peer-to-peer trading in traditionally centralised markets such as 
electricity markets.  In principle, a blockchain ledger could also record 
ownership of real property including land.   

 
Potential obstacles  

 
Interviewer: HAL, you have an enormous responsibility on this mission, in many 
ways perhaps the greatest responsibility of any single mission element. You're the 
brain, and central nervous system of the ship, and your responsibilities include 
watching over the men in hibernation. Does this ever cause you any lack of 
confidence? 

HAL: Let me put it this way, Mr. Amor. The 9000 series is the most reliable 
computer ever made. No 9000 computer has never made a mistake or distorted 
information. We are all, by any practical definition of the words, foolproof and 
incapable of error. 

…  

Dave Bowman: Open the pod bay doors, HAL.  

HAL: I'm sorry, Dave. I'm afraid I can't do that. 

(From 2001: A Space Odyssey)   

 
31. Smart contracts face a number of obstacles. 

 
32. One smart contract application developed last year was the Distributed 

Autonomous Organisation (DAO).  This program was run on the Ethereum 
platform and consisted of a set of rules under which people could transfer 
Ether and vote on what apps would be developed using the fund.  It 
provides a salient lesson on the risk of autonomously executing contracts. 
 

33. The scheme was the largest crowd-funding venture to date, and raised $150 
million.  However, the code had an unintended feature which allowed for 
subsidiary entities to be created and Ether transferred to them.  Within a 
month a third of this Ether had been syphoned off in this way.  Naturally all 
the investors started asking “Who’s in charge?  How do we stop it?”  The 
community effectively ended up voting for a rule change to return the 
Ether.  
 

34. In addition, there are many other unresolved issues: 
a. How can a smart contract be truly autonomous and immutable when 

laws such as the Fair Trading Act 1986 (and many others) can 
potentially interfere with the execution of a contract? 

b. Would a purely code based contract satisfy traditional tests of 
certainty and sufficiency of notice of the terms?  What happens if the 
code and an explanation of what is intended do not match? 
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c. Real world contracts are often vague, incomplete and contradictory, 
and rely on the exercise of discretions by the parties.  This suggests 
that the range of contracts which are amenable to computer code 
might be limited. 

d. Difficult issues of liability (and jurisdiction) are likely to arise if a 
smart contract does not perform as expected (due to errors or 
hacking).  

e. There are potential issues in terms of scalability and efficiency of the 
blockchain technology.    Blockchain verification, at least of the sort 
used in bitcoin, involves much wasteful duplication and computer 
power compared with a central authority verifying transactions.   

f. To the extent that a smart contract is reliant on a virtual currency 
such as bitcoin or Ether, there are many unresolved legal and 
regulatory issues. 
 

35. I note that some of these obstacles would be lessened if State-backed digital 
currencies are issued in the future, and if the network on which the code is 
run involves a central trusted authority.  As noted earlier, the present tight 
link in thinking between smart contracts and certain blockchain 
technologies may mean that some of the potential for smart contracts is lost 
sight of because of concerns about relying on distributed networks and new 
currencies.  In this regard, I note that although bitcoin uses a public and 
permissionless blockchain, this is not a necessary feature of blockchains in 
general.  That is, controls can be imposed as to who participates, who can 
access the information and who can verify transactions.  

 
 

Conclusion 
36. The idea of law as computer code is an exciting and important one.   

 
37. As Richard Susskind has persuasively argued, the practice of law will likely 

be radically different in 20 years time, with systems and machines taking on 
more and more of the tasks that we associate with traditional lawyers. One 
of the ways that this may occur is by putting law in a form that facilitates 
automated testing, processing and reasoning.  
 

38. In the financial area, smart contracts and crypto-currencies may radically 
change how we do business in the years to come.  
 

39. New programming languages may be developed that are specially designed 
to represent the legal rights and obligations, but in a highly rigorous format 
that is also amenable to automatic execution.  “Legal programming” may 
make contracts more testable and allow for reuse of libraries of code. 
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40. Implementing contracts and legislation using new programming languages 
is a potential stepping stone to the automation of legal reasoning.  This has 
very significant potential implications for addressing the access to justice 
barriers and the often prohibitive cost of seeking legal advice.  The effect 
would not only be a significant reduction in legal transaction costs, but it 
would also open a variety of new options for the way that contracts and 
legislation are developed and accessed. 
 

 


